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TIVISTELMA

Merkittdva osus uussta sdhkdasemistanpari maailmamoudattakansainvalistd IEC
61850-satkbasemastandardia, jokadaritteleeyhdenmukaisestietoliikennekaytannot
niiden elektronistenlaitteiden valilla, josta sahkdaseman automaatiojarjestelméa
kooguu. Standardimenestys kasvattaa ssnosida myds muissa sovelluksissa, ja sita
hyddynnetadkin esimerkiksi tuulivoimaloissa, vesivoimalaitagsa ja alykkaissa
sahkoverkoissalaman diplomityon kannalta kiinnostavinta on IEG5Q sovellettuna
polttomoottoreiden ohjausjarjestelman javoimalaitoksen oheislaitteiden véaliseen
kommunikointiin.

Taman diplomityon tavoitteena deratdkokemusta IEC 6185&tandardinsisaltaman
GOOSE -kommunikointiprotokollan kaytostaTyossaesitellaan staratdia ja siihen
liittyvia kasittatd yksinkertasten eimerkkien avulla Lisaksi on kehitetty Linux-
ymparistdssa toimivagvoimeen lahdekoodiin perustuva ohjelma, jonka avulla voidaan
lahettadaGOOSE--viestejakahdeneri laitteen Vvalilla. Tyon pagpaino orsiis GOOSE
protokollan ja kehitgin ohjelman esittelyssa

Tulokset osoittavat, ettd GOOSgrotokollamahdollistaayhteensopivan tiedonvaihdon
kahden erivamistajan laitteiden valilla, jotersita voidaan pitaa varteenotettavana
vaihtoehtona lahitulevaisuuden kommunikointiprotokaiaEC 61850 -standardia
saatetaan hyvinkin ottaa lahitulevaisuudessa kayttoon polttomoottorivoimaloissa.
Kayttoonoton aikatauluiippuu osittain markkinoiden kehityksest&eka asiakkaiden
asettamista vaatimuksista.
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ABSTRACT

The majority of the electrical substation®uilt today confom to the internation&
standad IEC 61850that uniformly defines the communicatio betweenthe various
intelligent electronc devices (IEDs) of the substationautomatio systen. The succes
of the standad in substatiorautomatiorhasexpandd its application to new area, sud
aswind powe, hydro powe, ard smatt grids. For this thess, the mog intriguing use of
the standad is its application to the communicatio betweenthe contrd systen of
internd combustim engines amd otha equipmen in a powea plan.

The main objective of this thess is to gain early experiene on the use of the Generic
Objed Oriented Substatioevens (GOOSE) protocd, which is oftenconsiderd the
mog prominern communicatio protocd of IEC 61850 In this thess, the standad IEC
61850is describé, ard its mog fundamenthconceps areillustrated by clea exampls.
An application based onopen sour@ software has been developéd in the Linux-
environment inconjunction with this thess. The application enables two IEDs from
differernt manufactures to exchang GOOSEmessage The emphass of the thess is
thus on the presentatin of the GOOSE protocd and the developé application.

The results show thathe GOOSE protocolprovides compatible interfaces for
information exchangéetweenl|EDs provided by different manufactureid canbe
seen as a viable option as a future communicatrotopol. IEC 61850 will likelybe

put into service irenginepower plants, in the near future. The schedule partially
depends on the development of the markets and the requirementsudtthraers.
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ABSTRAKT

Majoritetenav de elstationer som byggs idag tillampar den internationella standarde
IEC 61850 som enhetligt definierar kommunikationen mellan ideelligenta
elektroniskaapparatessomutgor elstaticnens automationssysteiaftersomlEC 61850

har varit en framgangssagaglobal skalabkar dess popularitet ock&@om alternativa
anvandnigsomraden, till exempel vindkraft, vattenkraft osmartaelnat. For deta
examensarbeteligger den mest intressantdillampningen av standarden i
kommunikationen mellan styrsystemet for forbranningsmotorer och @aimigtning i

ett motokraftverk.

Malet mal detta examensarbete ar att samla erfarenhet kring tillampningen av GOOSE
protokollet, som ofta anses vara det viktigaste enskilda kommunikationsprotokollet i
IEC 61850. | arbetebeskrivsstandarden och dess koncept demonstreras med enkla
exempel. En gplikation baserad pa 6ppen kallkod har utvecklatsinux-miljo i
samband medeta examensarbetépplikationen mojliggér kommunikation i form av
GOOSE -meddelanden mellan tva olika elektroniska apparatgmngdpunkten i
examensarbetdigger saédes pa th beskriva GOOS#Hrotokollet och den utvecklade
applikationen.

Resultaten visar att GOOS#Hrotokollet tillater kompatibelt informationsutbyte mellan
olika elektroniska pparater fran dka tillverkare, och kananses som ethallbart
alternativ somframtidens kommunikationsprotokolEC 61850 kommer sannolikt att
tas i bruk imotokraftverk i den nédrmaste framtiden. Tidtabellen for ibruktagningen
berordelvist pAmarknadensitvecklingsamtpa de krav som stélls av kunderna.

NYCKELORD: IEC 61850, GOOSE, SAS, DER
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1. INTRODUCTION

Electrical substationsften haveprotection and control devicéisat have been produced
by a variety of different manufacturersTraditionally, different devices haveised
different types of communication protocolmaking them inherently incompatibla
networking (IEC 618501 2003: 9.)

The standardEC 61850presentedby the International Electrotechnical Commission
(IEC) was designedo standardize the communication between different intelligent
electronic deviceglEDs). This has been done mainly by defining rules on how data
should be modelednd organizedn a way that is consistent across different devices.
The standardizatiobringscompatibility between different kinds of devices provided by
different manufactureraind reduces the engineering effort required to configure the
substation automation system (SABJthough many moderrelectrical substations are
built to conform to IEE 61850, the standard is also being used extensively in other
applications, foexample in wind and hydro power systefiEC 618501 2003: 910;
Mackiewicz 2006.)

This Ma s t e ridveas initlatedsby Wartsil&inland Department of Automation and
Control asa part of aresearctprojectset to investigate the possibilitie$ integrating

the stadard IEC 61850nto the embeddecklectronicdevices(modules)usedfor the
control of reciprocating engineés The goal isto get a more direct communication
between the engine control system, which utilizes a proprietary protocol, and the
supplementary systemswhich already implement the Generic Object Oriented
Substation Eents (GOOSH protocol

IEC 61850specifies a set dbgical nodesfor the modelingpf different functionsin a
SAS Logical nodes suitable fdhe modelingof a recipreating engine can be found in
an extension to the standarthe IEC 618507-420, whichcontainsspecificationsof

logical nodes for the Btributed Energy Resources (DER) domain.

% Internal combustion enginesinning on for example methane gas or diesel.
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In this thesis the IEC 61850 standard is stiddi@nd theconcepts are deomstrated
using simple examples where possifilae material covered in this thesis is based on
scientific reseatt articles and on thstandard itself. Several earlier theses dealvith

similar topics were also studied.

A simple application based on an am®urceplatform wasdeveloped and run on one
of Wartsil&® proprietarymodules calledLDU, which is short fol.ocal Display Unit20.
The application enables the LDId transmitand receiveGOOSE messages over an
Ethernet local area network (LAN)To verify that the LDU is capable of
communicating with another IED from a different manufactuaetinteroperabilitytest
wasset up wher&sOOSE messagegereexchangedetween the LD anda Vamp 50
protection relayprovided by VamplLtd., Vaasa, FinlandThe network traffic was
monitored using the Wireahk Network Analyzettool, and PuTTY, which is an SSH

and telnet client.

The reallts confirmthat the GOOSE protocol candeedbe usd for communication
between IEDs provided by differentanufacturersThe successful interoperability test
justifies further research andlevelopmerd the ultimate goal is toexploit the full

potential of EC 61850 incertainmodulesof the engine controsystem.

This thesisapart from the introductioms divided into fouchaptersChapter Zoresents
IEC 61850as it applies to electrical substation automatittnintroduces multiple
standarekpecific notionsand serves to givdhe readera kasic understading of IEC
61850.Chapter 3 presentbe precticad work done in this thesis, wher@ application
implementing GOOSE messagimgas developed and testedhe hardware, software
tools, and code development is briefly describ€tapter 4presents theAbstract
Communcation Servicerterface(ACSI), usedfor modelingthe substatiordevicesthe
data to be exchanged betweggvices, and the services used for reading and writing
attribute values in devicesThe chapteralso presents theSpecific @mmuication
Service Mapping$SCSMs) needed to maphe abstract Aplication layer protocols of
IEC 61850 to a concrete transport protod@thernet) Chapter 5 presents the
corclusions It also brings uphe difficulties that were meturing the study of the

standardand concludewith adiscussion of conformance testing.
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2. |IEC 61850IN SUBSTATION AUTOMATION

The international standard IEC 61880ommunication networks and systefaspower
utility automatior® consists ofmultiple different parts and makes use o vaiety of
existing standardsSeveral other documents are also used in conjunction \thin
standard like the extension IEC 6185@-420 Basic communication structuré
Distributed energy resources logical nofethe IEC 618509-2LE dmplementation
guideines for digital interface to instrumentahsformers using IEC 61881H2§ the
IEC 624393 dHigh availabilty automation network® and thelEC 61588&Precision
clock synchronization protocol for networketeasurement and control systém@EC
618501 2003: 10)

An SAS can be described aS supervisory management and contsyistem for
industrial electrical distribution systerasThe SAS isimplemented using a number of
IEDs to perform the requed functions such asmonitoring, protedion, control and
data processingdEDOG is a collective name for microprocesdmased devices with
networking capabilitiesAn IED can be described :a8 ainstrumentation andontrol
devicethat is capable of collecting and reacting to data and then use this datateo cr
informationo Examples of common types of IEDs gm®tectionrelays, circuit breaker
controllers and voltage regulatom realize communication between different IEDs, a
communication protocol is required. pr ot oc o | can beuedthacri bed
must be obeyed for orderly communication between two or more parkes the
communication to work, the IEDs need to be interoperabteroperabilityrefersto the
ability of devicesto operate on the same network or communication path ghizen
sameinformation and command@zansoy 2006:,113, 17 IEC 6185061 2003: 9)

3¢ KS FTANERG SRAGAZY Zadmmuricationcnetwopks anddysiemd ity seibstgtions & W

but the name was changed in tisecond edition due to the expanded use of the standard.
* Not considered in this thesis.

° Corresponds to IEEE 1588.
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2.1. The Open System Interconnectimodel

The Open Systemntterconnection (OSI)-layer reference modetlepicted in Figure 1,
is based upon the concept of layering of commation functionsand isfrequently
used as a framework for describing hovayelred protocol stack operaté&ach layer in
the reference model is responsible for specific taskd uses services offered by the
layer below while providing seices to thelayer above. The communication between
two adjacent layers is called arerface The higher up in the stack a layer resides, the
moreabstractview it has on the lowdayer implementation details. This improves the
interoperability between the layers darbetween different network edices using
different platforms and operating systems. It algailitates network programming. OSI
also recognizethe existence oépplicationprofiles (layers 57), andtransportprofiles
(layers 14) in the OSI model.Different combinations of applicatioprdfiles and
transportprofiles are used fothe transmission of different types of messaddse
profile combinations used for client/server and GOOSHEyublisher/subscriber)
messaging can be found in AppendixSockets ee, in the UNIX domain,nterfaces
from the upper three layers intioe Transport layer(Scaglia 200711-12; IEC 61850
8-1 2011: 25 Stevens 1998: 18.)

7. Application Layer

At Application Profile
Application 6. Presentation Layer PP
details

5. Session Layer

Sockets

4. Transport Layer

Communication
details 3. Network Layer

Transport Profile

2. Datalink Layer

1. Physical Layer

Figure 1. The layered OSieference model Adapted fromStevens 1998: 18.)
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2.2. Netwoiking in substation automation

The functional hierarchy of a substation denconceptuallgivided into three dferent
levels: the station, bay, aqmocess levelFigure 2depicts thefunctional hierarchyhe
way it was perceived by the authdthe figue is actually a compilation of several
different figures from different sourcgsApplication functions of theSAS can be
distributed between IEDsn the same, or atfterent levels of théunctionalhierarchy
The free allocationof functions to IEDs erdes different approaches in function
integration, function distributigrand substation automation architect{teC 618501
2003: 1214; Yashwant & Swarup 2011

Operator&  Engineering/
GPSclock  Workplace monitoring

synchronization Gateway for
) remote operation
é over a WAN
Station level %
Cllent/serve Jlent/se ver

Station bus
GOOSE t\; GOOSE {/L
| Control Protection | Control Protection |
IED IED IED IED
Bay Ievel| | |
Bay Bay
| Sa Ied Q1 | Sampled Q2 |
Process busJ_ G J Values GQOSE |
| I\ N Y | Tovnen Hinem Y |
Process |eve|| || Merging ||| || Breaker | || | || Merging |, || Breaker | |i |
| unit ! | IED ! | unit ! | IED !
I I I I
| | e Bt | | e Bt |
! | l ! | l
(undefined)| | o | | | o | |
I I I I
l Ly ! l Ly !
I b ! I b !
I b ! I b !
! L ! | L '
R s | T N I S

Figure 2. Conceptual radel of a distributed protection systefan eletrical
substation conforming to IEC 61850he arrows show where the different message
types of IEC 61850 travel(Adapted fromSchnakofsky2011:16.)
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The process level relates to collecting data and status information froprintesy
equipment(e.g. irstrument transformers, circuit breakers etc.) in a baywell as to
operating on the primary equipmerd.g. tripping of circuit breakers;ontrol of

disconnecting switchestc (Janssen & Apostolov 2008yngi & Popov 2010.)

The bay level consists of g@rate bays each with control, protection and monitoring
devices i.e,, secondary equipmenA 6 bay 6 i s a <coll ective name
subset consisting of closely connected subparts with some common functionality, like a
circuit breaker and its assated isolators, earth switchesd instrument transformers

or a transformer with its related switchgear between two busbars representing two
different voltage levelsEach (medium voltagg feeder cubicleinside the substation
control housdypically counts asa bay, wherethe control and protection functions are
typically performed by the same IEDIn a high voltage bayfor example inthe
switchyard,the control and protection functions are typically performed by different
IEDsO the controller IED beigc al | ed fib a {iIEC®DBEOL 203 1, &é4; O
Ingram, Schaub & Campbell 2013tarck 2012.)

The station levels thestationsupervisory level thatolds the &tion computerwhich
containsamong other things ahumanmachine interfacHMI), i.e., a Supervisay
Control and Data équisition (SCADA)system with which the operator camonitor
and controlthe substation. The station levgénerallyalso hasinterfaces for remote
communication andGlobal Positioning SystemGPS clock synchronization(IEC
618501 2003: 14

The station bus and the process (aee Figure 2arekey concepts in IEC 61850hey
are defined by IEC 618581 and IEC 6185®-2, respectivelyThe station bus anithe
process busire usually perceived as two physically sepanagdéworks, althouglit is
possible to have them share the same netwdrkstructure i.e., an Ethernet LAN
Both networks can therefore be used to tran#a@t61850specificmessage typdie

7 time-critical connectionlessmulticast data stream ofSamped Values §V)

mappedlirectly orto Ethernet framesn theDataLinklayer,
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1 time-critical connectionlessnulticast GOOSEnessagesnappeddirectly orto
Ethernet frameen theDataLinklayer,

1 nonttime-critical, connectiororiented unicastclient/servemessgesmapped to
the Manufacturing Messag Specification (MMSprotocolthat operates ovéhe
Transmission Control Protocol / Internet Proto@aCP/IP)and Ethernestack.

The Simple Network Time Protocol (SNTRphdPrecision Time ProtocdPTPv2)time
syrchronisationprotocols aretypically usedto provide the time synchronization in
substatios conforming to IEC 61850SNTP can beused where high precision is not
required and is sometimes used in the station WREPv2 is capable of the sub
microsecond gecision required by GOOSE and SV messagamgl is therefore used in
the processbus. Time synchronization ideft outsideof this thesis(McGhee & Goraj
2010;Ingram, Schaub & Campbell 2012; IEC 61852 2011: 16.)

The different message fdgs aretypically assigned different VLAN(Virtual LAN)
identifiersand priority levelsVLAN allows an Ethernet switch to deliver information
only to those switch ports/IEDs that have subscribed to the @awtime-critical
GOOSE and SV messages a&agected to delier data fast and reliablgnd should
thereforebe assigneda higher priority thannontime-critical messagesHigh priority
messages get processed aheadowf priority messagein switch queues.(Ingram,
Schaub & Campbell 201 Mackiewicz 2006 Xyngi & Popov 2010.)

A substatiorusually hasone globalktation bus but multiple process buses, one for each

bay. As depicted in Figure,2the IEDs residing at the bay level aienultaneously
connected to both the station bus and the process bumdependentnetwork
interfaces.The process andtation busesare typicallyrealizedas Fast Ethernet (100
Mbps) full-duplex fibreoptic EthernetLANs. The procesdus might have to besalized
as Gigabit Ethernetl000 Mbpsor morg to accommodate the network traffiThe

station bus is used faommunication between

1 differentdevicesresiding at the station level

1 devices residing at the station level and devices residing at the bay level (vertical

communication)and
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1 devices regling in different bays (horizontalaenmunication)

The process busterconnectall IEDs within a bay, angs used fothe communcation
between devices residing at thay and process level e.g.betweenthe primary and
secondary equipmenfLiang & Campbell 2008jngram, Schaul& Campbel 2011
Janssen & Apostolov 200&yngi & Popov 2010 De Mesmaeker, Rietmann, Brand &
Reinhardt 2005McGhee & Goraj 2010; Moore, Midence & Goraj 2010; Moore &
Goraj D11)

A mergingunit (see Figure 2js an IED residingat the process levéhat collectsdata
from both conventionalpassivé and norconventionamicroprocessebased)current
transformers and voltage transformexs well as binary status information from the I/O
units of primary devices suctls aircuit brealers andotherswitchgearlt also acquires
analogue values fronother transducers and sensors. The merging unit need not
necessarily be a standalone unit as it camtegratednto non-conventional instrument
transformers(Moore & Goraj 2011JEC 618509-1 2003: 29

The merging uniin a 50 Hz systengontinuously samples the input values at a rate of
80 samples per cle for protection applications and 25&nsples per cycléor power
quality monitoring and waveform recording applicationsas specified by the IEC
618509-2LE guidelire documentThe SampledValuesreceive a timestamp and are
transmitted as a continuous stream over the processThasmerging unit transmits
4000 messages per second, which tesala traffic rate of 4.4 MbpgMoore & Goraj
2011;Ingram, Schauls Campbell 2011)

The process bus convetfse SVs from the process level to the bay level, and GOOSE
messages from the bay level to the process [&helSV messageare processed by the
subscribing protection and control devices, which can then take appecgetains like
sending GOOSE messages to trip a breakes digitizedSVs must be receivethst in
synchronism andwithout any interruptions by the protection devices in order for the
protection algorithrato function properly(Ingram, Schaul& Campbel 2011; Moore

& Goraj 2011;Janssen & Apostolov 2008



19

The station bus conveysntime-critical messageby the client/servecommunication
profile between devices at the station leaidbetween devices at the statiandbay
levels. To reach devicestahe process level, the messages are forwarded over the
process bus. Therefoupervision and maintenance of the devices connected to the
process bus can be handled from the HMI and the substation gateway connected to the
station busThe station buslso conveystime-critical GOOSE messagesith critical
protection information between bgysominally at a 4 kHz sample ratehe GOOSE
message contents can be binary (e.g. interlocking or blockingareducedinalogie
values (e.g. measurement informatjo(Moore & Goraj 2011; Ingram, Schauk
Campbell 2011; Kirrmann, Rietmann & Kunsmann 2088tonova, Frisk & Tournier
2011.)

Both SV and GOOSE messages are published as multicast messages. The multicast
publishing model is connectionless, which meansttie publisher will not receive any
acknowledgemenof a successfully delivered messagem the subscribing devices.
However, nulticasting of messages is efficient and enables high levels ofimeal

traffic over the process bushe S/s are normally nballowed to enter the station bus

as they consume bandwidth and load IEDs that do not require receiving the SV stream.
The client/server communicatiaitilizes the TCP/IP protocol suitevhich guarantees

the delivery of unicast messag@éfiese messages ghit be for instanceettingsand file
transers (Antonova, Frisk & Tournier 2011ngram, Schaub & Campbell 201

High levels of multicastmessage traffiomight flood the network and affect the
performance of protection IEDs and PTPv2 clocks. If thel le¥eéraffic exceeds the
network capacity or the capacity of the subsceler process messagesuticast
address filtering carbe used in the Ethernet switcheBlulticast address filtering
restricts theSV and GOOSE traffic to defined subsets of sulb&rs.The switches need

to ensure that the traffic rate does not excE¥@ Mbpsas this is the maxiom rate that

the links and the &st Ethernet interfaces of the IEDs can manage without degradation in

performance(lngram, Schaub & Campbell 20)1

GOOSEmessaging enables simple testing and simulation of the SAS as any GOOSE

message can be monitored and reproduced using a laptop iR@Gsteedin Figure 3.
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Complicated and substatiomde virtual testing such as breaker fail trip can be
performed withoti setting up any temporary wiring. The laptop can be used to send
GOOSE messages to the system, and to monitor the results via GOQ8HSor
message reportBekker, Diamandis & Tibbals 2010.)

System GOOSE

Simulation
GOOSE IED » IED
g IED IED
A IED IED

IED IED

G

System GOOSE
Being Monitored

Figure 3. Laptop sending simulation GOOSE messages and monitoringrsyste
GOOSE messages during the testingroSAS (Bekker, Diamandis & Tibbals
2010Q)

2.3. Interoperabilityand interchangeability

Part 71 of the standard statele following:i The go al of the | EC
provide interoperability between the IEDs fratdifferent suppliers or, more precisely,
between functions to be performed by systems for power utility automation but residing
in equipmentf r om di f f e r teroperability nefers ® rthe .akility ahe
interfaces otwo different systems to cperat® whatthis meansn practiceis that the

IEDs involved provide comparable functionalitiesd that aED in a system can be
replaced by mother IED from the same @nother manufacturehrough a limited
amount of reconfiguration efforf.he integation effort required to make two systems

cooperate depends on the specifara of the interfacesthe morecompatible the

61
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interfacesarethe less integration effort is required. The level of compatibilideisotel
as O0integr atigueen (IBO 6485@7+1 241 10iDawidézak & Englert
201Q)

Integration distance

IED1 4 . , 4 IED 2
No standards available, requires . 61"-.
: . Propriet@ry jprotocols
full custom integration
Interfaces can be mapped or
\ > transformed < Sandard protocals |

Interfaces use common
>data and service model<—foGT8507

= Interoperability

t f \Lh'é=

Interchangeability

Ultimate goal |

Figure 4. Integration distancbetween IEDs from different vendoi&he longer the
distance, the more engineering effort is required to make devices interoperable.
(Adapted fromDawidczak & Englert201Q)

One important thing to realize is th&C 61850 does not cover tiveerchangeability
among deviceswhich refers to the highest level of compatibility where an IED in a
system can be replaced by another f&®n another manufacturevithout makingany
changes to the other elements in the syst@im. reach mterchangeability, a
standardization othe interfaces, functionsand algorithmsis required but as IEC
61850 clearly states the standardization of functions iseyond its scope
Interchangeabilitycan currentlybe achieveanly between identical IEDgDawidczak

& Englert201Q IEC 618501 2003: 910.)

2.4. Distributedfunctions and logical nodes

All known application functions oén SAS have been identified in IEC 61850hese
functions are control and supervision, as well as protection and monitoring of the

primary equipment and of the gridThe functions are compogd of multiple
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subfunctions such as individual measurement asahtrol functionsimplementedin
differentIEDs. The functions ofan SASmaythereforebe splitinto their constitutional
functional parts.An IED, calledphysical devicen this context, can be configured to
implement one or morkinctions (IEC 618501 2003: 12, 14; IEC 61850-1 2011: 16,
17))

The decomposion processof IEC 61850 decomposéke application functionsf an
SASinto the smallest function parts which exchange datatotfieal nodesA logical
node can be described as a virtual representasiofunctional modelof a real device
For example the logical nodeWB A @presents a realrcuit breaker, modeled as a
function. The logical nodes may be allocated to different paysdevices at the same,
or different levels of the functional hierarcksee Figure 2)The allocation is not fixed
and any allocation shtnibe supported by the standawiiter the allocation, the logical
nodes residing in the different physical devices can exchange information over the
network trough information exchange servicé$e information exchange requires that
the physical deviceare interoperablélhe logical nodes can take on the client/server or
publisher/subscriber roles, depending on the type of applic#tt6@.618507-1 2011:
17,27 77, IEC 618501 2003: 12, 14; Ozansoy 2006:-42.)

The logical nod concept idlustratedin Figure 5 Each physical devicg G contains a
logical nodezero(K M{which refers to the information regarding the device it3éie
logical nodes(K M) areallocated to functins €) and physical devices'he logical
nodes are linked by logicabonections K B, and the physical devices are linked by
physical connections) Bs). Each logical node ia part of a physical device, and each
logical connection isa part of a physical connection. Th8ystem Configuration
description Laguage (SCL), descibed in Section 2.6, is needed to control the
allocation of the logical nodes to physical devi¢sC 618505 2003: 2621.)
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Figure 5. The logical node and link concept, whé& e substation functiorit M-
logical nodeO C= physical deviceQ B= physical connd®n, K B= logical
connectionThe logical nodes that make up a functoam be freely distributed to
different physical deviceglEC 618505 2003: 21.)

The logical connections between the logical nodes can be direct, indiresten a
combination of he two, i.e. client/server SV, andGOOSEmessaging individually or
combined. The whole substation communication system is buildesrdoutedsystem
consisting of a collection of interacting logical nodes that are logically connected by
logical connetions. In case of a failure of a logical node or a related link, a function
might get blocked completely, or showgeaceful degradatioh (Liang & Campbell
2008;IEC 618501 2003 14.)

A function which is performed by two or more logical nodes that as&ling in
different physical devices is calleddsstributed function The logical connection, or
communication, between these logical nodes, when modelled in SCL, is datked
flow. IEC 618501 states the following:fiData flow is used to understand the

communication interfaces that must support the excharigmformation between

® The ability of a computer or network to maintain limited functionality even when a large portion

of it has been destroyed or rendered inoperative. (SearchNetworking 2013.)
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distributed functioncomponents and the functiongérformancerequirement® The
existence of a distributed function is thus determined by the modelled data flow. (IEC
618501 2003: 12, 14; Blair 2013.)

Severallogical nodesresidng in the same physical devidajild a logical devicei.e.,
the logical device isbasically a container containinga group oflogical nodes
representingsomerelated functionsA logical devicealways contais a logical node
zero K K Ni,/which represents common data of the logical device. The modekaf /
is used to control the mode of the logical device @hthe logical nodes itonsists of
For examplewhen the function of a logical deviie disabled, all the logical nodes it
conssts of will be disabled as welA logical device may alscontain alogical node
physical device(K O G)Qwhich represents common data of the physical denvisting
the logical device Logical nodes thus describe the distributed functions, the
subfunctions, and the functional interfacesaof SAS (IEC 618501 2003: 12, 14lEC
618507-1 2011: 1727, 64 IEC 618507-2 2010:17,38.)

An example of an oveturrent protection functiorwonsistsof four communicating
logical nodes as illustrated in Figure 6 The current is measured by @rrent
transformer and the sampled analogue alues are communicated bythe current
transformer logical node&s B S.@Vhen logical nod® H N(Bistantaneous overcurrent)
detects that the current grows beyond a certain limit, it sighal®gical nodeB R V H
(switch controller) which in turn activate8VB A Qircuit breaker),and thecircuit
breaker contact open®zansoy 2006: 42EC 618507-4 2010: 34, 66, 97, 105.)

"K O G ¢hall be defined in at least one logical device. (IEC 61850011: 64.)
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cireuit | XCBR CSWI . o
breaker XCBR: circuit breaker
‘ PIOC: instantaneous overcurrent device
CSWI: switch controller

PIOC TCTR: current transformer

current ‘,/ \I
transformer\ /G- -1 TCTR
Physical Device
v

Figure 6. A simpleexample of ammvercurrent protectiofiunctionrealizedasa group

of communicating logical node@Ozansoy 2006: 4P

2.5. The informationclassmodel of IEC 61850

A physical devicamay host zeo or moreserveré. A physical devicemay alsocontain
one or more logicadlevices which may or may not belong to a serv&ilogical device
may coniin a few or more logical nodese., an K K Mpossibly & K O G,@ndone or
more logical nodes representing functioAslogical device is always implemented in
one physical device; thereforegical devicesdo not contain logical nodedrom
different physical device€ach logical nhode edainsone or morelata objectswhich
represent meaningful information of applications located in a physical d&ack.data
object contains ra applicatiorspecific set of dedicateddata attributes andtherefore
correspond to structured application d@ataattributesare thelogical correspondence
to physical entitiesand may represemhemory units, registers, communicatiparts,
etc, presented as elementary parameter val(idackiewicz 2006; IEC 61850@-1
2011: 1764, 76 85 Liang & Campbell 2008tEC 618507-2 2010:38,45; IEC 61850
6 2009: 57.)

8 A server is basically a program running on a physical ddliizeng & Campbell 2008).
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The hierarchical structurdescribed above leads &n objectorientedinformationclass

mode| depicted in Figure 7which isused to describa real substation devicdhe

information classmode| as wellas the infomation exchange between devicess

designed to be independent of aoncrete implementatioandis thereforereferred to

asabstract An abstract modaheeds to be mapped to a concrete protocol stack through

a Specific Communication ServicMapping SCSM to become usable. The

information class modglthe information exchangeservices and the SCSHN are

discussed in more detail @hapter4, 6The abstract o mmu ni cati on .servi ce
(IEC 618507-1 2011: 1753 Ozansoy 2006: 37.)

SERVER LOGICAL DEVICE LOGICAL NODE DATA OBJECT
LOGICAL DEVICE LOGICAL NODE DATA OBJECT DATA ATTRIBUTE
LOGICAL DEVICE LOGICAL NODE DATA OBJECT DATA ATTRIBUTE
LOGICAL DEVICE LOGICAL NODE DATA OBJECT DATA ATTRIBUTE

Figure 7. Hierarchy of the inbrmationclassmodel of IEC 61850A physical device
mayhost zero or morserves,eachofwh i ¢ h i ore ortmargogiclo
devicesEachlogical device contamone or mordogical nodesEachlogical node
contains one or more dat@ject. Each data objedontairs a set oflata attributes.
(Adapted fromLiang & Campbell 2008.)

2.6. The Sstem Configuration descriptiorahguage

The System Configutdon description Languade(SCL) is used to describe the
substabn infrastructure,the SAS and the communication between IEO%e main
purposeof the SCLis to exchange IED capability descriptions and SAS descriptions
between IED engineering tools aride system engineering tqg) from different

o Formety known as the&Substation Configuration Language
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vendorsin a compaible way. The SCL is based on XMP andits semantics are
defined by the IEC 61850 XML Scheman XML Schema specifies the structure of
valid XML documents(IEC 618506 2009: 8 Blair 2012 7; Goldberg 2009: 114.)

The electrical topologyf the substatiorcan be describetly a single line diagram,
which contains the different voltage levels, transformers, bays, busses, switchgear etc.
Annex C of IEC 6185® defines an SClsyntax extensiorthat can be usedbr
displaying the power system electrical topologs a drawing. This facilitates the
development of applicatiorier visualizing thepower systemthe location of IEDsand

their communication services. The visualization could then bedirik reatime data

from IEDs, creating a substation monitoringication. (IEC 618506 2009: 153;

Blair, Coffele, Booth& Burt 2012 Apostolov 2010.)

2.6.1. Configuration tools and SCL file types

ThelED Configuration Toois a manufacturespecific, andossiblyalso IEDspecific,
softwaretool thatis responsible for theata model of the IED. It generates Hspecific
configuration files.The System Configuration Tod an IEDindependent system level
tool that is responsible for the communication addngsand data flow between IEDs

It generates substatigrlated cafiguration files. The data flow is modellebly a list of
signalsthat are the input of a logical nodd several logical nodeseed to access the
input datajt should be mapped the K K Mwhich represents the whole logical device.

A System Specification Toslused to generate files that specify the substation structure
by a single line diagranflEC 618506 2009: 1215, 26.)

There are several differestitypesof the SCL fileusedfor the data exchange between
the different configuration tools.lEesedifferentfile typescan be distingished by their

file extensiond the extension being the name of the file typlee configuration tools

% eXtensible Markup Language v1.0
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parse the SCL files and validate theLS§yntaxand structure usindEC 61850specific

XML Schema fils. Each SCL file should contain a version and revision number to
distinguish different versions of the same file. This means that each tool has to keep the
version and revision number information oétlast file exported, or read back the last
existing file to find out its versionFigure 8 depicts thesubstation configuration
proces$! with the different tools and SCL file types involvétEC 618506 2009:26-

27, Yongli, Dewen Yan& Wenging 2009.)

IED Configuration Tool System Configuration Tool System Specification Tool
ICD SsSD
File File
d o 7
——
Relay Network Control Center
(IED)
= He [ Modem |
odem |)
2 d 2
IED Configuration Tool Station Controller

Configuration Toaol

Figure 8. Conceptual substation configuration process using different software tools
and different kinds of SCL files. The configuration of a substation is an iterative
process where the different SCL files get exchanged between the engineering tools.
(Aguilar & Ariza 2010.)

The contents of an SCL file can be conceptually divided into five different sections,
each describing a distinct part of the system. The sections are called header, substation,
communication system, IED, and data type templates. The heademspaiades
information and processing instructions to the XML parser, for example information on
which XML Schema shall be used when validating the file. The substation section
describes the functional structure of the substation and identifies the pdedogs

and their electrical connections. The IED section describes the configuration of an IED

and its communication services. The communication system section describes the

" Described in Section 2.6.2
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possibilities of direct communication between logical nodes by means of subtetwo
and Service Access Poillfs(SAPs). The data type templates define the instantiable
logical node types, data object types, data attributes, and enumerate data types. (Yun
2011.)

The IED Capability Description(ICD) file is used when data isansferredfrom the

IED Configuration Tool to the System Configuration Tobhe file must contain an

IED section, which describehe functionalcapabilities of the IED, and a data type
templates sectigrwhich describeghe data typesstantiated in the IEDAs the IED

has not been configurddr the projectits name shall be TEMPLATH.he ICD file

may also contain an optional substation section, where the substation name shall be
TEMPLATE, and a communication section, defining possible default addresses of the
IED. IEC 61850 does not specify from wkethe ICD file should originateln the
general case,itist or ed i n t he | EDObSAnothergosshilityisthat t he f
the vendor provides softwardools that output the ICD filg(IEC 618506 2009: 26;
Apostolov 2010Yun 2011.)

TheInstantiated IED Dscription (1ID) fileis also used ithe data transfefrom the IED
Configuration Tool to the System Configuration To#t describes a single IED
configured for the project, IED instance value changesita model modificationdf

the IED has a project specific nantemay also have project specific addressedata
model with preconfigure®ataet™ definitions, and logical nodes linked to the project
specific single line diagram. IID files are used BBDs whose number of logical node
instances depends on the single line diagram or on other (HZ618506 2009: 26
27.)

The System Specification Desption (SSD)file is used inthe datatransferfrom a

System Specification Tool to the System Confadian Tool. It describes thaubstation

12 Abstraction of a network address by whichevite is connected to a subnetwork.

2 Alist of references to datattributesthe values of which shall be sent as a GOOSE or SV messag
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by asingleline diagramand the functional requirements represented by logical nodes.
The file contains a substation section, andy contairthe requiredlata type templates
and logical node definitiondg he logicd nodesallocated to the substation sectitrat

are notyet allocated to specificHDss h a | | have the | ED name
(IEC 618506 2009: 27.)

The System Configuration Beription (SCD) fileis used inthe datatransferfrom the
System ©nfiguration Toolto the IED Configuration Toolfslt contains the definitions

of all IEDs and information regarding data flow, data types, communication
configurations and substation descriptiomhe IEDs in the SCD file have been further
configured fran their default state to operate within the SAS. The SCD dites be
used to configure the individual IED@EC 618506 2009 27; Apostolov 2010.)

The Configured IED Desription (CID) file is used in the dataansferfrom the IED
Configuration Tool taan IED. The file is a stripped down SCibe, i.e., itrepresents a
single IED section of the SCD fiJ¢husproviding a restricted viewf the source IEDs.

It describes the communication related part of an instantiated IED within a project, and
contains tle substatio specific names and addresqésC 618506 2009: 27.)

2.6.2. The substatioconfigurationprocess

In the substation configuratiofengineeriny) process the different SCL files are
exchanged between the differecdnfiguration tools. The tools are ingeneral not
allowed to modify the files they importinstead they use the information from the
imported filesto generate a new type of filas depicted in Figurd. The IED
Configuration Tool beginghe configurationprocessby importingan ICD file fran an
IED, or by creating a new ICD filéfhe IED Configuration Tool caaccess the internal
functions of an IEDand is needed to set up the following feat{iE€ 618506 2009:
15; Aguilar & Ariza 2010:

1 Logic and trip equations
1 Graphical displayonan ED6 s HMI

1 Internal mappings

r ef
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1 NonIEC 61850 parameters

The System Configuration Tool imports the preconfigured ICD file which can be
described as an IED template, and instantiates a project specific AR@ther
alternative is to imporan IID file, represeting a precofigured IEDor an IED to which
modifications have been made during the configuration prodésstool alsoobtains

the substation structure froan SSD file created bthe System Specification Tool.
After the extraction ofthe required datarém the ICD and SSD files, an SCD file
describing the amplete substation configuratipis generatedGOOSE messages can
be configured by specifying the publishers and subscribers of mes¢agaesar &
Ariza 2010; IEC 6185® 2009: 1415; Yashwant & Sweup 2011.)

The SCD file isthen imported by the IED Configuration Tqolhich extracts the
information neededbr a specific IED from théile. The extracted information becomes
the content of a CID file, i.e., th€ID file describes an instantiated IEDtkvidevice
specific configuration datahe CID file is then uploaded to the IED. The use of a CID
file to configure an IED is optiona{lEC 618506 2009: 15;Aguilar & Ariza 2010;
Yashwant & Swarup 2011.)

If IED related da has to be changed during thenfigurationprocess, an IID file can
be used to update the IED data within the systémthe next iteration of the
configuration procesghe IID file is imported ly the System Configuration Todln
case the IED described by the IID file does not @rishe SCD file, it can be imported
and instantiated as a project specific IED without éagta flow) referencego other
IEDs. The requiredeferences neetd beestablished by the System Configuration Tool,
which thengenerates the next revision of t8€D file. If the IED alreadyexistsin the
SCD file, the data model part and its values in the IID file replaceslthealues in the
SCD file.(IEC 618506 2009:14-15.)

2.6.3. Structure of the SCL file

Examples othe different sections of the SCL fill be presented nexiThe examples

are taken from th&CD file of theGOOSE software project that will be introduced in
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Chapter3. The project involves no substation asnierely consists of two IEDs
interconnected through a switchhe examplesalthough somehat incompleteshow
the most important concepté the SCL. The complete SChile used in the GOOSE

softwareproject can be found in Appendix 2.

An example of the header section is given in Figurelt® first line of an SCL
document always contains t@ML declarationelement enclosed inthe ; >and> =
characters. XMLattributesare used to include additional information to the element.
The attribute u d q r demotes which version of XML that iseing used, and the
attributed mb n dndlicafes the methaa which characters are encod@dS E Atdnds

for Unicode Transformation Format-f8t). This specification is required by XML
software to able to display characters in the Unicode character set correctly on the
screen (Goldberg 2009: 4, 25252).

<?xml version="1.0" encoding="utf-8"?>
<SCL xmlns="http://www.iec.ch/61850/2006/SCL" xmlns:xsi=
"http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalLocation=
"http://www.iec.ch/61850/2006/SCL">

<Header i1id="SCL Example T1l-1" nameStructure="IEDName" />

Figure 9. An example of theheader section of an SCL fil€he default namespace
wl k,msiIEC 618586specific.

The second linen Figure 9introduces theroot element which is the mainXML
element thatcontains all otherelements.The name of the root element is SCL,
indicating that the file is an SCL documeRML elements aralwaysenclosed inside

angle bracketsThe attributew | k,mhich is an abbreviation foaXML namespace
indicates thalefault namespader the SCLdocumentA namespace is a collection of
relaied elements and attributes, identified by a namespace name. Nama&®tpart of

one namespace do not interfere with same names that are part of another namespace.
In other words, two elements can be assigned the same name if they belong to different

namespaces. The namespace nareg,the value of attributev | k,must be unique,



33

permanent, and written in the form of a URltypically in URL™ format. The URL
does noneed to point to an actual fleURLs are used because they are uni¢iML
software does not even try to locate whatever the URL is pointiigtddberg 2009:
4,116, 164165, 169.)

The name of the namespace is used by the XML parser to associdtelLtdecument
with a specificXML Schema The default namespaecamefor an SCL document is
gsso09..vvv-hdb- b gnhich Os7the/ nathdspabespétiBed by IEC
containingall the XML element¥, attributes,and data typethat can be used in the
creation of a validSCL file. The smantics and structure of the SCL file wilius be
validated against théEC 61850 XML Schemalefined inIEC 618506. (Goldberg
2009: 116, 170.)

Prefixesare used as shorthand for the namespace ndimesombinatiow | k mril@ wr h
the root element declares the prefixwr khich refers to the uniqgue URL
gsso9-.vavrwgf . 1/ / 0. WL KRBhg dgrefixA Is mused” tm blabel
individual elements, i.e., to assign elements to a particular namespackuld thus

be used todbel any valid XML Schema elementot belonging to the IEC 1850
specific XML Schema Elements without a prefix belong to the default namespace.
(Goldberg 2009: 16466, 169)

An example of the communication section of an SCL file is given in Figurd 1.
communication system consists of a subnetwork navheddV / Gs of type7 AL L R

which refers to part-8 of the standard, i.e., the station bus. The given bitrate of 10 b/s

is apparently incorredtthe correct XML element for a Fast Ethernet network is

i AhsQ sd | tkshokhdg<"L. At phhisgak "devicae 'hamed / ; . Ahs

14 Uniform Resource Identifier
15 Uniform Resource Locator

'® Element definitions and descriptions of element attributas be found in IEC 61880
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K = o dgsrcannected to the subnetwaria a SAP namedR 0 A GSE (GOOSE) control
block namedR s ~ ,scbntained in logical devicB Oof K = o0 sneexs to be assigned
(IEC 618508-1 2011: 143; IEC 61856 2009: 81):

1 a multicast address from tlagldress range spéed for GOOSEin Annex B of
IEC 618508-1,

1 an @O O Happlication identifier) which is a system wide unique identification
of the application to which the GOOSE message bel@mgs

1 a VLAN priority value of 4, as isommonly usedor GOOSE and SV messages.

<Communications
<SubNetwork name="W01l" type="8-MMS":>
<Text>Station bus</Text>
<BitRate unit="b/e">10</BitRate>
<ConnectedAP iedName="Laptop" apName="S1">
<Address>
<P type="IP">10.4.128.104</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">10.4.128.253</P>
<P type="0SI-TSEL">00000001</P>
<P type="0SI-PSEL">01</P>
<P type="0SI-SSEL">01l</P>
</Address>
<GSE 1dInst="Cl" cbName="Status">
<Address>
<P type="MAC-Address">01-0C-CD-01-00-05</P>
<P type="APPID">3002</P>
<P type="VLAN-PRIORITY">4</P>
</Address>
</GSE>
</ConnectedAP>
</SubNetwork>

</Communications>

Figure 10. An example of the communication section of an SCL Tilee
communication system consists of a subnetwork of station busRgpbrevity,
only one connected IED is showrhe IP address of the IED is needed as well as
the multicasaddressapplication 1D and VLAN priority used by the GSE control
block contained in the IED.

An example of the IED section is givem frigure 11, where the hierarchies of the IEDs

involved areclearly distinguishable from the SCL codED K ° o sisnconnected to a
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subnetwork through &AP named R 0'' The SAP has a server containinige
mandatory elemen®t s g d ms hnda Isdical mevice nameB Q @t sgdms hb ™ shnr
defines, in case of a device description, the authentication possibilities) drelcase

of an instantiated device, the methods to be used for authentication. (IEGG2860:

68.) B Ocontains two logical nodes, tikeM andthe C B H Qwhich are instances of the
logical nodeclasseK K MdndC B H @spectivelyK M has a DataSetamedRs ~ st r
which references data attributes |J) which resides in the data objdatmf N mdfe e
logical nodeC B H OA DataSet can contain references to data objects or data attributes
in any logical node on the same server where the DataSet itselfisdlgfiEC 61850

7-2 2010: 63.)The DataSeR s * s$saverned by the GSE control blokks * £2The
logical nodeC B H (has two inputs, each referencing a data attribute calledU ™~ k
These are two separate data attributes residing in two separate |lagleal in IED
U@L .O

IED U @L @ainly follows the same structure, except that the logical odeM/ » /
containsboth a DataSet and an external reference. The Dat@a$eF @Geferenceshe
two data attributescalled r s Urediding in the logical nodesUHO F F H Nufd2 6
UH1 F F HNThE hames of these two logical nodes candeeved from the
concatenation of the prefixdd H @nd U H the logical node clask F H,Nand the
suffixes0 2 @nd 0 2.7For brevity, theywere left out from the example. The input
references data tabute r s UOf KED K~ o s mhe same data attributes also
referenced byataSetR s = ®ftIED K~ o sAnanputin one devicecan fiexternally
referencé only adataobjecfattributewhich is referenced by (included in) a DataSet of
t he fext eltinlyinpodtanithatdrmecrossreferences (dataflow) between
DataSets in one device and inputs in another device are configured correctly.

" No services were defined; the names of any services should be listed between the IED name and

the SAP name. Consult IEC 61850r examples.

'8 A DataSet and theontrol blockthat governs itdo not need to have the same name
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<IED name="Laptop">
<AccegsPoint name="S1">
<Server:>
<BAuthentication none="true"/>
<LDevice inst="C1l">
<LNO InType="LNO" InClass="LLNO" inst=""»>
<DataSet name="Status">

<FCDA 1dInst="Cl" prefix="" InInst="1" 1InClass="DCIP"
doName="EngOnOff" daName="stVal" fc="ST" />
</DataSet>

<GSEControl name="Status" datSet="Status" appID="Status"
confRev="1"/>
</LNO>
<IN 1InType="DCIPa" 1nClass="DCIP" inst="1" >
<Inputs>
<ExtRef iedName="VAMP" ldInst="Relay" prefix="VI1" 1nClass="GGIO"
InInst="137" doName="SPCSO" daName="gtVal" />
<ExtRef iedName="VAMP" ldInst="Relay" prefix="VI2" InClass="GGIO"
InInst="138" doName="SPCSO" daName="gtVal" />
</Inputss>
</LN>
</LDevices>
</Servers>
</AccessPoint>
</IED>
<IED name="VAMP" type="VAMP 50">
<AccessPoint name="P1">
<Servers>
<Authentication none="true"/>
<LDevice inst="Relay">
<LNO InType="LLNO 0" InClass="LLNO" inst="">
<DataSet name="DSG1l">
<FCDA 1ldInst="Relay" prefix="VI1" 1InClass="GGIO" InInst="137"
doName="SPCSO" daName="stVal" fc="ST"/>
<FCDA ldInst="Relay" prefix="VI2" 1nClass="GGIO" lnInst="138"
doName="SPCSO" daName="stVal" fc="8T"/>
</DataSet>
<Inputs>
<ExtRef intAddr="NI1l" iedName="Laptop" ldInst="Cl" prefix=""
1nClass="DCIP" InInst="1" doName="EngOnOff" daName="stVal"/>
</Inputs>
<GSEControl name="gcbl" type="GOOSE" appID="VAMP" confRev="1"
datSet="DSG1"/>
</LNO>
</LDevice>
</Servers
</AccessPoint>
</IED>

Figure 11. An example othe IED section of an SCL fildNotice the use of references
between DataSets in one IED angduts’ D w ) @ theother IED.
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An example of the data typemplates section of an SCL filegsszenin Figure 12.The

data type templates section lists thetantiable logical node types, data object types
data attributesandenumerated typedhe logcal nodeC B H @’instantiated fronthe
compatiblelogical node clas<C B H @ndit contains a data object namBdnf NmNe e
D mf N middaf tgpe (isderivedfrom)r h | o k dwRi€hEs merely a subset of thata
attributes contained in theommon data clasR OB rh | o k diRpgkeRentsonly the
mandatory data attributes s U(a Boolean value) p (quality), and s (timestamp)
required for instantiation of th&® O Rclass. These data attributes afanctionally
constrainedby the functional constraintvalue R S(status).The attributesc b g(flata
change) angb b g(duaity change) are th&igger options i.e., the reasons that trigger
the autoratic sending of a GOOSE message containing the values of thetdataes

that are referenced life DataSet belonging to the ESGOOSE) control blockviore
detals will be given inChapte4 ,The®AbstracCo mmuni cati on Servi ce |

<DataTypeTemplates>
<LNodeType i1id="DCIPa" 1nClass="DCIP">
<DO name="EngOnOff" type="simpleSPS"/>
</LNodeType>
<DOType id="simpleSPS" cdc="SPS">
<DA name="stVal" fc="ST" bType="BOOLEAN" dchg="true"/>
<DA name="q" fc="ST" bType="Quality" gchg="true"/>
<DA name="t" fc="ST" bType="Timestamp"/>
</DOType>
<DAType id="ScaledValueConfig">
<BDA name="scaleFactor" bType="FLOAT32"/>
<BDA name="offset" bType="FLOAT32"/>
</DAType>
<EnumType id="Health">
<EnumVal ord="1">0k</EnumVals>
<EnumvVal ord="2">Warning</EnumvVals>
<EnumvVal ord="3"sAlarm</EnumVals>
</EnumType>
</DataTypeTemplates>

Figure 12. An example of the data type templates section of an SClitfdentains
templates fothe instantiable logical node types, data objectgygata attributes,

and enumerated data types.
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3. THE GOOSESOFTWAREAPPLICATION

The goal for the practical part of this thesiswas to realize interoperableGOOSE
communication between twdifferent IEDs. A simple application based on an open
source platfan wasdeveloped in order to enabb®mmunicationbetween a Wartsila
Local Display Unit20 (LDU) and a Vamp50 overcurrent and earthfauftrotection
relay. A small Ethernet LANwas established by interconnecting the Ldd Vamp
relay through a switch, whicwas configured to strip the VLAN tags from the Ethernet
packets.The network traffic was nrmotored with Wireshark and PuTTYhat were
running on a laptop P@QuTTY was also used to start up the GOOSE applicatiaghe
LDU. The hardware setup is illustea in Figure 13.

PC with
Wireshark

Switch

Figure 13. The hardware setup. The LDU and Vamp IEDs communicate over an
Ethernet network through a switch and the network traffic is monitored by

Wireshark running on a laptop PC.

The LDU is based on the PowerPC processor architecture, and pastiailar
distribution of the Linuxoperating system running on the open source Oracle VM

Virtualbox platformis capable of simulatinthe Linux development environment used
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for creating software fothe LDU. The development environmemwas usedon the
laptop to crossompilecode for theLDU. The following fctionspresent the software
used in the development of tBEOOSE messagingpplication.Chapter 3 is concluded

by abrief discussion of the results.

3.1. TheRapidb1850platform

Q" o05h(c7 49 a softwae platform developed athte Unversity of Strathclyde,
Glasgow,UK. It is statedto bethe first open source implementation of IEC 61,8&td
its main intended applicatiois to implement IEDs forapid prototyping of protection,
control, and automation stems in both research and educatibne idea is that the
system designer can focus on the design and implementation of the protection scheme,
rather than on the underlying communications infrastrucftine. platform which is
based onthe Eclipse Modelling Framework (EMF) takes aSystem Configuration
Description SCD) file as an input, and automatically generatethe lowlevel
communicatios code required for implementing GOOSE and &mpled Values
messagingn the C programming languag@&he generatedconmunication stack is
hardcoded and therefowery efficient at rurtimed the IED does not need to interpret
the SCDfile at runtime or maintain an internal model of the SGBlair 2012; Blair,
Booth & Burt 201%; Blair, Coffele, Booth &Burt 2012).

Thecode generatiomprocess is depicted in Figure.Tthe EMF automatically generates

a Java model of the IEC 61850 XML Schema. It also generates an Xigér ptailored

to the Schemafor parsing SCD filesAn SCD file is then imported to the EMF
platform, andhe XML parsemperforms syntacticaand semantigalidation ofthe SCD

file. The validation process is separate from the code generation procesgersively
uses the EMF Model Query framework for searching and filtering SCD Aét.
successful valideon, the parser generates an instance of a hierarchical model
containing Java objects. The objects are automatically populated with datahigom t
SCD file, and the model cdre furthermanipulated in softwardava Emitter Templates

(JET)files arethenused totransform the Java model instance iat€ implementation
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The JET filesdefine the generic structure oie C source and header file$he

generated C code implements all IEDs specified in the SCDafilémay be used as
part of a C/C++ progranAn example SCD file andla ™ h rfile &realsoprovided by
the software packagéBlair 2012 Blair Booth & Burt 201%; Blair, Coffele, Booth &
Burt 2012.

Java class model of IEC 61850-6

- \ED Control

EMF model i } I~ rdatset

|:>\ generation I:> hame & e oy
1 0* 1
3 !
1
IEC 61850-6 1 i
XML Schema GSEControl | | SampledValueControl | |
+applD +smviD i
0.* i
i
LN i
XML parser i

+HnT DataSet
(tailored to IEC 61850-6 |~ [lnciae: & P I |

XML Schema) +inst 1 0.f
. L - J ;
SCD file 1
. FCDA
Instantiate
0.*

Java object hierarchy (instance of model)
gseControll : GSEControl

iedl: _'ED datSet = datasetl
name = iedl name = gseControll
applD = goosel
Inl: LN InZ - LN i

1
InType = InTypel | |InType = InTypel dataset] - Dataset
InClass = InClassl| |InClass = InClass1

inst=1 inst=2

name = datasetl

frdal - FCDA| fcda2 - FCDA

Transform

C implementation files

Figure 14. Thecode generatioprocessThe EMF platform generates a Java maael
an XML parser fronthe IEC 61850 XML Schema files, validates 8@D file used
as an inputgenerates an instance of theva model according todBtructure in the
SCD file, populates thenstancewith data from the SCD filegnd finallytransforms
theJava objects int€ code (Adapted fromBlair, Coffele, Booth & Bur012
Blair, Booth & Burt 2011h.
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Each data type in the SCD file is mapped to a C data structure, resulting in a hierarchy
of C data structure®Rrimitive types, such amteger and floang-point numbers, are
mapped to generi@rimitive types, which are then mapped to dewspecific C
primitive types of appropriate bytength and signAn example othe mappingof the
commondataclassR @WSampled Valugfrom SCL to C is given in Fige 15 (Blair,
Coffele, Booth &Burt 2012)

Device-specific mapping

#define CTYPE FLOAT3Z float
#define CTYDPE QUALITY uintlé_t

5CD data type definitions

<DAType id="myhnalogWalua™=> atruct myRnalogValue |

<BDA name="f" bType="FLOAT3Z" /> ::i) CTYPE FLOAT3Z £
= /DAType> .
<D0Type id="my3LV" cdc="SnV"> __i> atruct mySAV {
<DA name="instMag" bType="5Struct” type="myAnalogValus"/> struct myAnalogValue instMag;
<DA name="g" bType="Cualitcy"/ /> struct CTYPE QUALITY g;
</DO0Type: Y-

Automatically generated C/C++ code

Figure 15. The mapping of hierarchic8ICL data types creatd3 datastructureswith
the same hierarchy in the resulting co@deapted fromBlair, Coffele, Booth &
Burt 2012)

The softwareas intended to be platforsimdependent and lightweight enough to run on
embedded devices, and therefore only GOOSE and SV messaging are implemented.
The architecture may be extended in the future to@timpher features of IEC 61850,

like the MMS services(Blair, Booth & Burt 2011a.)

The configuration process required to set up @e o I @ 3 platform is rather
complicated The software setup was done by following the instructions in the
QD @C L D Hilé found at (Blair 2012)
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3.2. TheVampsetED ConfigurationTool

Vampset is an IED Configuration Tool provided by Vamp.lftd configuring Vamp
IEDs. In order to configure an IED in Vampset, the IED must first be connected to the
PC throughan Ethernet network or USB. Afténat the connecbn is established, the
ICD file residing in the IED isuutomaticallydownloaded to Vampsetthis procedureas
oftenreferral t o -desiGsepti oinl@EC&LB0.a devi ce

The IEC 61850 server interface of Vamp supports (VAMP 2009: 1):

{1 a configurable data modelselection oflogical nodes corresponding to active
application functions,

configurable predefined DataSets,

dynamic DataSets created by clients,

reporting functions with buffered and unbuffered report control blocks,

a control model; direct with normal security,

configurable GOOSE publisher DataSetsd

= =2 4 4 A -

configurable filters for GOOSE subscriber inputs.

A Vamp IEDreceivingGOOSE nessages can map thmary valueof the messag®
its 64 inputpoints, i.e., network inputs NI1 to NI64&/amp IEDscan transmit GOOSE
message which consist of a maximum of 8 Boolean data attribute valligs. GOOSE
control blocks F B A @nd F B A)lare available for controlling thegansmission of
GOOSE messagéshe maximum number of data points in one devidheseforel6.
(VAMP 2009: 5.)

The following figures reflect the configurations daneVampsetto enable the Vamp
IED to transmit and receive GOOSE messagjés. configuration process was initiated
by resdting all the current settingsall report control blocks were disabledhareaghe
GCB1 and GOOSE subscription were enabl@tie GOOSE configuration viewn
Vampset idllustratedin Figure 16 Different @o o k h b ~ misnbmusedlGdr B A O
andF B A,lnd for every IED communicating with tldevice.Vamp IEDs can receive
GOOSE messages omlya oneL @B ~ ¢ ¢thedefone all devices transmitting data
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to the Vamp IED must have the sathe@B ~ c csagtdrr tieir GOOSE control
blocks. The different sources are distinguished by thiiQue @o o k hb ".shnm HC
(VAMP 2010a: 6 VAMP 2010b:3))

Publisher parameters Main configurations to enable
Max retransmission timeout 2 s »~ sending of an 8-bit GOOSE

Fixed length GOOSE o data packet.

Configuration Revision
number, which may be used to
/" block usage of wrong data in

Enable Yes
GOOSE ID * VAMP \/ the GOOSE data receiver.

Publisher configuration GCB 1

Configuration Revision * 1
e e ey No / MAC Address for GOOSE data,
allowed range 01-0C-CD-01-00-00
Test mode flo é 01-0C-CD-01-01-FF
MAC Address 01-0C-CD-01-00-00
VLAN Priority 4 Application ID
VLAN ID 000 Hex / This is a number which identifies the
Application ID * 1091 Hex GOOSE.data packgt and is used in
* Important for VAMP subscriber the receiver to receive correct data
package.
Subscriber configuration < . i .
—— v Main configurations to enable
natie s \\ reception of GOOSE data
MAC Address u1-uc-cn-u1-m£ from other devices.
Min supervision time 1.0 s
pe \ MAC address for incoming GOOSE
GOOSEID 1 VAMP data. The Vamp IED can only receive
GOOSEID 2 VAMP2 GOOSE packets over this multicast
GOOSE ID 3 VAMP3 address.
GOOSE ID 4 VANP4
GOOSE ID 5 VAMPS

Figure 16. The GOOSE configuration view in Vamps#iows he main paranters for
configuring the GOOSE plibher and subscriber functior(§&creenshot from
Vampset)

The logical nodes (functionsyhich are to be usedia the IEC 61850 interface are
selected in the IEC 61850 data mapw, asillustratedin Figure 17 Virtual inputs 1
and 2, which correspond the F1 and F2 ltons on the front panel of Vani®), were
seth m .tThedvirtual inputs 1 and 2 are data attributesiding in the logical nodes
UHOFFHBEMEIKE1FF HNds@aively. The user can also select which logical

nodes shall relate to the three available report control iibcks = RSome clients
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may create their own so called dynamic data sets and assign these to report control
blocks. Bothpersigent and non-persistentDataSts are supportedihe meaning of

fpersisted and finon-persisterd is explained inSection4 . 7 , 6The DataSet
(VAMP 2009 3-4.)

Predefined IEC 61850 Select, which data set(s) are used
names for\ the functions to send events from\the function

IEC 61858 data map

Editable text for Select, which”
the functions functions are in use

Figure 17. The IEC 61850 data map view shows the logical nodes (functions) which

~

are used andhosedata attributes can be includeddn s ~ Rat reporting

functions (Screenshot from Vampskt

Thedata attributes of thiegical nodes sét m in théd IEC 61850 data mapew can
now be included in a GOOSE = s " ,Balerned by BA Oor F B A,lasillustratedin
Figure 18

DSG1 data configuration

Figure 18. The GOOSEC * s d d$Rhe user can select up to eight Boolean data
attributesto be sent as a GOOSE messd#8ereenshot from Vampsgt
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The GOOSE messages that the IED shdibstibe to are selected in thelfSciber data
configuration windowi,illustrated in Figure 19 The @o o H& the IED to receive
GOOSE messages from must be, sdong with thec ~ s °  bfrihe diegired data
attribute in the GOOSE padkdhe applicatiorbeing developedeededo receive only

onesingle data attribute

Subscriber data configuration

1 3002 1 0 NoCheck [} 0K Yes Groupi
2 0004 1 1 HoCheck 0 HO DATA Ho Group2
3 0004 1 2 NoCheck 0 HO DATA Ho Groupd

Figure 19. The GOOSE subscriber data cguiiationview. The IED is configured to
receive a GOOSE message w@lo o H € / ,Zand to map the data attribute at
h mc/dimthe message internally to NetworiputM H (Screenshot from
Vampsel)

After that anyconfiguratiors have beerdone in Vampsethe IED must be updated by
uploading the new configurations to Yampset can export the ICfile, which can
subsequently & opened in a System Configuration Tool or in an XML edittore

i nformation on Vampset can be tfound in the

3.3. Development oftte SCD file

The system configurationbegan by taking the SCD file b c - wrovided by

Q o h c 5 @&nd 4tripping it of everything unnecessaeyerything but the header
section an IED section,and the communications and data type templates sections
belonging to that IED was removethen, ly using the IED andts communiation and

data type templates asframeworkanewIED namedK ~ o smvasereatedNo System

Configuration Tool was used in this project; the SCD file was edited manually in an

19 http:/www2.schneiderelectric.com/sites/corporate/en/productservices/former

brands/vamp/vamp.page
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XML editor. Section 3.3.1 explains ow IED K~ o swa® derived. Sectior3.3.2
expains howlED U @L @enerated by Vampset, was added to the SCD file.

3.3.1.  IED Laptop

IED K~ o swe®assigned the logical nod€ B H @hich represents reciprocating
engine characteristics, measured valaesl controlsas outlined by IEC 61850-420
andgivenin Tablel. The first letter (D) in the logical node name is the group indicator,
indicating thatC B Hi®@longs to a group of logical nodes definedtfee DER domain
Only the mandatory(M) data object in theC B H @ass, D mf N m Nvase used.

D mf N made &quire the Boolean values & q todE ~ k, ardl isderivedfrom the
common data clad® O RCommon data class¢€DCs)are explaind in more detail in
Section4.6, 06Dat a o b(lE€ 618507e4R02B08: && IEC 618507-1 2011:
18.)

Table 1. Portion of theclassdefinition for thelogical node clas€ B H The data
objectD mf N m deeived fromCDCR O Rcan acquire the Boolean valuBsq t d
orE ° k, and is mandatory in an instance of @8 Hoass.(IEC 618507-420
2009: 57.)

DCIP class
Data object name dC:tr:rglzgs Explanation U Mm/oic
LNName Shall be inherited from logical-node class (see [EC 61850-7-2)
Data
System logical node data
LN shall inherit all mandatory data from common logical node class M
Data from LLNO may optionally be used 0
Status information
EngOnOff SPS Engine status:
Value Explanation
True On M
False Off

R O Rtands for Single Pointt&us ad can be found in IEC 618503. TheR O RIlass
is givenin Table2. Three data attributes are mandatorgiminstance otheR O Rlass:
r s Y which can acquire Boolean valugs,(quality), ands (timestamp).r s Uwag

used, i.e.referencedby a DataSetr s Uhakthe trigger optiofS q f Ncob g(flata
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change) which means that when s Uhaska data valuehange from fals¢éo-true or
trueto-false, the value of s Uis gentas a GOOSE message @oother IED that
references s Ui.eklED U @L QAll three data attributes hawefunctional constraint

(E B meaning that they are functionally cbrained data attributes (FCIBA

Table 2. Portion of the class deiition for theCDC Single Point &tus(R O R Three
data attributeare mandatory when a data object stamtiated frontheR O Rlass
r s Up, &ds (IEC 618507-3 2010: 26.)

SPS class

Data Type FC TrgOp Value/Value range M/Q/C

attribute

name

DataName Inherited from GenDataObject Class or from GenSubDataObject Class (see
IEC 61850-7-2)
DataAttribute
status

stVal BOOLEAN ST dchg TRUE | FALSE M
q Quality ST qchg M
t TimeStamp 5T M

The functional constraint indicates the services that are allowed to beesperata
specific data attributeE B = R S (status information)indicates that the status
information vdues may be read, substituted, sgpd or loggedbut not written(by
services)asgivenin Table 3 The data attributes of a CDC aaso grouped byFCs
into categoriesThe functional constraints can be found in IEC 61850 (Mackiewicz
2006.)

Table 3. The ddinition of theE BvalueR S (IEC 618507-2 2010: 54.)

FunctionalConstraint values

FC Semantic Services allowed Initial values/storage/
explanation
ST Status information DataAttribute shall represent status information Initial value of the DataAttribute

whose value may be read, substituted, reported, and shall be taken from the process.
logged but shall not be writeable.

The data type templates derived @B HDmf NmBneireh | o k dv&®©di/enin
theendofSection2 . 6. 3, 6Structure of the SCL

f

e

0
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3.3.2. IED VAMP

The ICD file, describinghte complete configuration of Vamp 5®&as ogned in an
XML editor. A referene to the data attribute s Uof BataSetRs ~ sntlEDK ™ os n o
was addedafter which theupdated ICD file was repened inVampset and used to
update Vamp 50Theinformation in the ICD file washencopied over to the SChle.

The addition of the VAMRED to the SCD file demandesignificant modificationgo

the SCL codalue to the compatibility issues discovered wiigh o h ¢ 5pargetl the
file. The main problem was caused by the fact tQat o h ¢ 5 Qsés4d newer
namespac€2006) while Vamp uses an older one (2003).solvethe problem, the old
namespaces were removed, asreMncompatible parts of the data type rtglates
section. Uhused report control blocks and GOOSE network spuére removed for
convenienceThe resuing SCD file that was finally accepted by tie" o hc 507 4/
parser no longeentirely conformed to the IEC 61850 standard due to the removed
information. The modified SCD file was also not used to update the Vamp IED.
However, as the SCD file was omgededo generatéhe communicationgode for the
LDU, the modifications had no impact on the teswhat wasnost imporant was that

the MAC addressedApplication IDs, DataSetreferencesand input references were
configured correctly.

3.4. The C source code

The finished SCD file was used as an inputtheQ ~ o h ¢ 5 @aet,/which then
generatedsomeC source andheader filesThe providedl ~ h rfile Bnd the example
functions it contained were used as a framework when new functionalities were
developedCode for readingand writing Ethernet packets weer not provided by

the software platformrhe codenad to bancluded manuallyas will be explained next.
3.4.1. Communication

The QD @C L D -filecrecommends theo b ~ (packet capture)API (Application

Programming niterfacg for handlingthe communicationPacketcapture refers to the
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action of collecting data as it travels over a netwokknux implementso b " irothe
kh a o Hbibramy, whichcan be used by programs to read and vdéa packets directly
at the DataLink layer, independently of the actu@atalLink access provided by the
operating systenilhis is consistent with the mapping of GOOSE messdugestly to
Ethernet frames, bypassing the middle lay@&arcia 2008; Wikipedia 2013Btevens
1998: 703, 708725.)

Thek h a dlibraryovas not readilyavailabe in the LDU andthereforea packetsocket
was createdinstead.In the general case, sockets represetgrfaces fromhe upper
three layers into the r@insport layer.The use of sockets enablesommunication
between applications on the same hostbetween applications on different hosts
connected via a netwogke.,communicatiorontwo differentranges). A socket always
exists within a communication domain, which determines the range of communication
and the address format used to identify the sodket. most common socket types are
stream socket¢R NB J * RS Q[a@lL datagram socketR N B J * CF @ @ded
with the Transport layer protocols TCP and USPrespectivelyA socket of type raw
(RNBJ " Q@a&h be usedo bypass the fansport layeland use the &twork layer
directly. (Stevens 1998: 18; Kerrisk 2010; 1150, 1162.)

The functonh ms r mbmsd £ nl ° hm+ h mscreatesoad socketmasd o gqn s n
returns a filedescriptor used to refer to the newly created socket in later system calls.

The domain argunm¢ specifies the domain for the socket, and the type argument
specifies the socket type. The value of the protocol argumseint general0. The

address information of the socket is stored in a solttper n b j = cThefdnktikn

cal o bj ds”™rrnnbbjjddss '<@QE*" O@BJ DS+ RNBJ"Q@V+ gsnmi
creates a packet socket. Packet socke¢s used to send or receive packets at the

DatalLink layer, and can thus be used for GOOSE messagimg.code for the packet

socket can be found in Appendix(&errisk2010: 1153Ubuntu Manualf013.)

2 yser Datagram Protocol
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The most important functions provideg Q © o h ¢ 5dlethd &ncoding and decoding

functions for GOOSE and Sampled ValuE®OSE packets are generated by calling

the functonr d mc ' at e ed qf+td  ss st d @BkgK nnedecatS e éstag d ( :
pointer to areserved memory spacehere the bytes are to be storeds ~ st r Bg mf d
should beO if any value in the DataSet has changed, and | d @k k nvidtheé&sn Kh u d
maximumtime in milliseconds for theeceiver to wait for the next transnission If

this time is exceeded before a new message arriviesgssumed that a communication

failure has occurredrhe function returns the length of the GOOSE padi@tair 2012;

IEC 618508-1 2011: 93.)

The transmission of GOOSE messages is otlatt by a GOOSE Control Block
However, no trigger options are supported at presen® ino h ¢ 5 Ohe4most
common trigger option is such that when the valfia data attribute referenced by a
GOOSE DataSet changeass., when aninternal eventhas occurredthe message is
transmitted.Therefore it is up to the user to createement mondr that monitors the
referenced data attributes. When a value changes, therfunction is called and the
r s st r Bpgrammefierds set 1. Upon retransmissigrihe value is set tb. (Blair
2012; Blair 2013

The function developed faetransmittingfio | GOOSE messagds givenin Figure

200 Tr ans mi s si omessage is doneitmraughda callback function as will be
explained inSection 3.4.3. More details onLinux API functions can be found in
(Stewvens 1998) or the Ubuntu Manuaisline.

len = Laptop.S1.C1.LNO.Status.send(buf, 0,
milliintervals[intervalselector]);
strncpy(socket address.sll addr,
Laptop.S1.C1.LNO.Status.ethHeaderData.destMACAddress, ETH ALEN);
send_result = sendto(s, buf, 1len, 0,
(struct sockaddr*)&socket address, sizeof(socket address));
if (send result == -1) {

fprintf(stderr, "Send failed");
¥

Figure 20. The functions for the encoding and sending of a GOOSE data pdtieet.
encoding function is provided &y © o h ¢ 5ahd’tlde/send function uses a packet

socket.
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The function for receiving a GOSE packet igivenin Figure 21 As long as there is
data in the reception buffer, thmackets ardiltered by the multicast addresange
specified for GOOSE and Samgl¥alues in Annex B of IEC 61858-1.
do {
len = recvfrom(s, buf, BUFFER_LENGTH, ©, NULL, NULL);
if(len){
gse_sv_packet filter(buf, len);

}
} while(len >= 0);
Figure 21. The functions used for receiving and filtering GOOSE messages.

A framework for & optional callback function is provided. After a received GOOGE
Sampled Valuemessage has besuaccessfullydecodedthe callback finction is called
The actualfunctionality of the callback function is user definétddcan for example, be
usedto save the receive@OOSEdda to a separate memory bufieby default, only
one packet of data is saved the bufferfor each GSE Contrpland thatpacket is

overwritten when a new packet arrivéBlair 2012.)
3.4.2. The GOOSE retransmission scheme

The GOOSE retransmission schempecified in IEC 61858-1, is not availablein

Q o h c 5 & prdséntTherefore, ithad to le developed and added mality. The
developed algorithnis experimental and wassed for demestrationpurposesonly. It
fulfils neitherthe functionalrequirementsorthe performance requirements imposed by
the GOOSE protocolA real implementatiorthat is utilizing GOOSE trip mssages

would alsorequire a reatime operating systemunning on the target processor.

The retransmission algorithms given in Figure 22.At the first loop of the infinite

e nlapp, the value o6 h hsj0and the value di ms d g u ~ s alsh® wHick megns
thatthe h statements evaluatedas true As the value oh ms d q u * Is tesk khdnbds n q
it is incrementedby one. Next, a GOOSE packetntaining the values ahe daa
attributes referenced bfpataSetR s ° sist generated. The packet is assigribd

s hl d @k k n v datu§ rspetifiedd in the array h k k h h mts theq positiom
determined by the value df ms d q u ~ ki.e.d 1024 nsllisegonds. The GOOSE
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packet § thensent over thenetwork using thespecified multicast addres§o indicate
that a package was seatmessage containitges h | d @k k n vvélaeSspknked d
to console. The variabke h bsjreseto 0 and the program sleefos 500 milliseconds.

The idea with the sleeping is to create the delays corresponding to the retransmission
intervals of the GOOSE retransmission schewlach is expgained in more detail in
Section4.8. One loop corresponds to (appiroately) a 0.5 second delafour loops
comespnd to 4*500 ms = 2 second®0 logs correspond to 10 secondsd 20 loops

correspond to thkeepalive™ interval of 20 seconds.

Although the value o6 h bsmag reset to 0, it is immediately incremented to 1 in the
second loop by the update expression in ¢haelgop. As theh statementis still
evaluated as tru@nother message is transmitted. Variable hsjagain reset to 0 and

the application skeps for another 500 milliseconds.

In the third loop, thdr statement iso longer evaluated as true. Therefore no message is
transmitted,Hms d g u ~ ksrndtkndrénsemey, ang h big not reset to 0. Théa e

statement is evaluated as false also infakieth and fifth loops, and the application has

thus fAslepto for an interval of approxi mat
s h bhpasrgrown to 4meaning that thdn statementis again evaluated as true, and

another message is sent.

The algoithm continues in this manner to increase the message sending intervals until
the value ohh ms d q u °~ keacles d. Atstimsgpoint the retransmission interval is 20
seconds, and the algorithm continues indefinitely at this rate. A detatkgaby-step

walkthrough of the algorithm can be found in Appendix 4.

' The keepalive message is a retransmission of the latest GOOSE message, continuously
transmitted between long time intervalsypically 20 seconds. It essentially informs other IEDs
GKFd aiKS aSYRSNI A& adAf Blborimarddetaie. { SS { SOGA2Y nd
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Figure 22. The GOOSE retransmission scheme implementéd’inh nThe(algorithm
is based on a platforspecificr k dfdnotion which creates the deklyetween
retransmissions of the same GOOSE messageloOp®f the infinitee napp
corresponds ta delay ofapproximately 0.5 secondBhe algorithm uses an array
the values of which give the number of loops that should be performed between

retransmissions to create the required delays.



































































































































































































